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FIELD OF THE INVENTION ^^ADEX^ 
5 The present invention relates to a network management 

system, in particular to a network management system which 
manages the transmission bands for simultaneous access from 
plural nodes to specific data and guarantees access 
transmission bands. 

10 

BACKGROUND OF THE INVENTION 

In order to allow sharing of data stored on a hard disc 
by plural users , conventional network management systems are 
generally provided with a database for managing management 

15 information such as stored locations of all data on a network 
and names of files. There occurs a situation where more than 
one users simultaneously request access to the data conforming 
to the data management information. To realize such access 
requests, there exists a network management system as shown 

20 in the block diagram of Fig. 17. 

In the prior art system configuration of Fig. 17, N number 
of units of nodes 1701 to 170N having a functionality of a 
personal computer, for example, and a database 1704 are 
connected through an Ethernet network. Also, a hard disc 1705 

25 having data 1706 is connected to the database 1704. Referring 
to Fig. 17, a description will be given in the following for 
the case of two or more nodes simultaneously having access to 
the same data. 

In general, when a node (1) 1701 is having read access 

30 to the data 1706, access from other nodes to the data 1706 is 
approved only when it is read access. However, when plural 
nodes execute simultaneous read access to the data 1706 in this 
way, the data transfer rate per node becomes lower with 
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increasing number of nodes which have access as the transmission 
band of the network and the input /output (I/O) band of the hard 
disc are divided by the number of nodes that have access. This 
reduction in the bands has not caused any problem when having 
5 access to data that does not require real- timeness . 

In the prior art network management system described above , 
when simultaneous access from plural nodes to the same data 
is executed, there is a risk of data transfer being interrupted 
as the transmission band of the network for each node and the 
10 I/O band of the hard disc are not guaranteed; for instance, 
when having access to a stream of data such as video data which 
requires real- timeness , it suffers a problem of not being able 
to guarantee bands to a node which is having preceding read 
access . 

15 

SUMMARY OF THE INVENTION 

An object of the present invention is to provide a network 
management system which is capable of guaranteeing 
transmission bands for access to a node the access from which 

20 has been approved. 

In order to achieve the object, the present invention 
provides a system comprising a plurality of nodes, a recording 
medium apparatus for storing data, data management means for 
managing the data on the recording medium apparatus , and access 

25 management means for managing access to the data in the 

recording medium apparatus , which are connected through a 
network . 

W^-th this configurations when there is an access request 
for data raised from a node to the access management means, 
30 the access management means manages, in cooperation with the 
\s data management means, the judgment of the mode of access and 
/ the band of the network and tha band of the interface of the 
recording medium apparatus , thus enabling guarantee of the 
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bands for accessing from the node to the recording medium 
J apparatus through the network. 



BRIEF DESCRIPTION OF THE DRAWINGS 
5 Fig. 1 is a block diagram illustrating the configuration 

of a network management system in a first exemplary embodiment 
of the present invention. Fig. 2 is a diagram illustrating each 
of managing function processing units of a database of the 
network management system. Fig. 3 is a diagram illustrating 

10 each of managing function processing units of an access manager 
of the network management system. Fig. 4 is a block diagram 
of a process of judgment by the access manager as to whether 
or not to approve access in the network management system. Fig. 
5 is a block diagram illustrating the configuration of a network 

15 management system in a second exemplary embodiment of the 
present invention. Fig. 6 is an illustration of an example of 
sequence of communication in the network management system. 
Fig. 7 is a block diagram illustrating the process of 
registration of data management information in the network 

20 management system. Fig. 8 is a block diagram illustrating the 
process of data retrieval in the network management system. 
Fig. 9 is a block diagram illustrating the process of an 
accessing action to a remote disc in the network management 
system. Fig. 10 is a block diagram illustrating the 

25 configuration of a network management system in a third 

exemplary embodiment of the present invention. Fig. 11 is a 
block diagram illustrating the process of a local accessing 
action in a network management system in a fourth exemplary 
embodiment of the present invention. Fig. 12 is a block diagram 

30 illustrating the configuration of a network management system 
in a fifth exemplary embodiment of the present invention. Fig. 
13 is a block diagram illustrating an access management 
processing block incorporated in an interface processing unit 
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of a hard disc in the network management system. Fig. 14 is 
a block diagram illustrating the configuration of a network 
management system in a sixth exemplary embodiment of the present 
invention. Fig. 15 is a block diagram illustrating an access 
5 management processing block incorporated in the interface 
processing unit of the hard disc in the network management 
system. Fig. 16 is a block diagram illustrating the 
configuration of a network management system in a seventh 
exemplary embodiment of the present invention. Fig. 17 is a 
10 block diagram illustrating the configuration of a prior art 
network management system. 



DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Referring to drawings , a description of the exemplary 
15 embodiments of the present invention will be given in the 
following. 

Exemplary Embodiment - 1 : 

Fig. 1 is a block diagram illustrating an example 

20 configuration of a network management system in a first 

exemplary embodiment of the present invention. In the diagram, 
a hard disc A 101 and a hard disc B 102 are connected to a node 
A 103 and node B 104 as respective local discs within the same 
loop 109. Here, a local disc means a hard disc on a network 

25 allocated for usual use by each node. Also, each node is 

connected through a separate network 110 to a database 105, 
being data management means for managing data information 
stored on a hard disc, and to an access manager 106 , being access 
managing means for managing access to data. 

30 For the purpose of describing characteristic of each 

processing unit and the communication procedure of the network 
management system of Fig. 1, examples will be given for the 
cases of (1) node A 103 having read access to data A 107 stored 
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on the hard disc A 101 and of (2) node B 104 having write access 
to the hard disc B 102 to write data B 108. 

To begin with, a description will be given for the case 
(1) of having read access using the network management system. 
5 The node A 103 sends an access request to the access manager 

106 through the network 110 for access to the data A 107 on 
the hard disc A 101. Upon receiving the access request, the 
access manager 106 requests the database 105 for data management 
information of the data A 107 through the network 110. The 

10 database 105 sends a response to the access manager 106. Upon 
receiving the data management information, the access manager 
106 judges whether or not to approve the access based on the 
judgment of the mode of access, and the band of the network 
and the I/O band of the hard disc. When the result of judgment 

15 is to approve the access, the access manager 106 sends access 
approval and data management information to the node A 103 after 
registering the access state and securing an I/O band for the 
hard disc and a band for the network 109. 

Upon receiving the access approval and data management 

20 information, the node A 103 commences read access to the data 
A 107 through the network 109 , and sends an access state deletion 
command to the access manager 106 upon completion of the access . 
The access manager 106 deletes the access state and releases 
the secured bands . 

25 Next , a description will be given on the above case ( 2 ) 

of having write access using the network management system. 

The node B 104 sends to the access manager 106 a write 
access request for the data B 108 on the hard disc B 102 through 
the network 110. Upon receiving the write access request, the 

30 access manager 106 requests the database 105 through the network 
110 for write start position information of a sector of the 
hard disc B 102 on which to store the data B 108 , and the database 
105 sends the information back. Upon receiving the write start 
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position information of the sector, the access manager 106 
judges whether or not to approve the access based on the judgment 
of the mode of access and the band for the network and the I/O 
band for the hard disc; when the result of judgment is to approve 
5 the access, it sends to the node B 104 access approval and write 
start position information of the sector after registering the 
access state and securing an I/O band for the hard disc and 
a band for the network. 

Upon receiving the access approval and the write start 

10 position information of the sector, the node B 104 executes 
writing (write access) of the data B 108 on the hard disc B 
102 through the network 109; immediately upon completion of 
writing, the node B 104 sends data management information of 
the sector to the database 105 through the network 110 and via 

15 the access manager 106. This communication of data management 
information in blocks of sectors is continued until completion 
of writing the entire data B 108 . Upon completion of the writing 
of the data B 108, the node B 104 sends an access state deletion 
command to the access manager 106, and the access manager 106 

20. deletes the access state and releases the secured bands. 

In this exemplary embodiment , although data management 
information was sent in blocks of sectors, sending of the data 
management information is not limited to be made in blocks of 
sectors ; it may be sent in blocks of data such as by data blocks 

25 or data clusters. 

Also, though writing of data on a local disc by each node 
was described by way of an example, writing on a local disc 
of other nodes is also possible by making similar processing. 
In the following description, local discs of other nodes and 

30 a shared disc accessible by all nodes are referred to as remote 
discs . 

As has been described above for the example cases of having 
read access and write access, it is possible to manage the I/O 
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band for the hard disc and the band for the network during the 
time of access by the access manager 106 in the network. 

Next, referring to Fig. 2, a description on the detailed 
function of the database 105 in Fig. 1 will be given. Fig. 2 
5 is a diagram showing each of the managing function processing 
units of the database 105. 

As shown in Fig. 2, the database 105 manages data 
management information employing four units, namely, a device 
level managing function processing unit 201, peculiar 

10 information managing function processing unit 202, security 
managing function processing unit 203, and configuration 
managing function processing unit 204. 

A concrete description of each of the managing function 
processing units will be given in the following. 

15 The device level managing function processing unit 201 

handles management of all the discs. For example, it manages 
the location of data storage on a disc or empty region of a 
disc for each individual network, loop on a network, host, 
striping, disc, and, further, sector of each disc. The 

20 peculiar information managing function processing unit 202 
manages peculiar information concerning the data such as file 
name, owner, title, keyword of the data. The security managing 
function processing unit 203 manages security function such 
as setting of password for each individual disc or data, and 

25 registration of the name of user who can have access. The 
configuration managing function processing unit 204 manages 
the items of system configuration to be manually registered 
when installing the hardware. 

By using each of the above-described managing function 

30 processing units, data management information concerning the 
data is managed by the database 105. 

The function of the access manager 106 as shown in Fig. 
1 will now be described in greater detail with reference to 
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Fig. 3. Fig. 3 shows diagrammatically each of the managing 
function processing units of the access manager 106. 

As shown in Fig. 3, the access manager 106 manages access 
to the data by using four units, namely, an access state managing 
5 function processing unit 301 , a fabric switch managing function 
processing unit 304, a hard disc I/O band managing function 
processing unit 305, and a network band managing function 
processing unit 306.- Action of each of the managing function 
processing unit will be described in the following. 

10 The access state managing function processing unit 301 

comprises a local access managing function processing unit 302 
which manages access of a node to a local disc and a remote 
access managing function processing unit 303 which manages 
access of a node to a remote disc. In order to manage the access 

15 state within a system, the access state managing function 
processing unit 301 communicates with all the nodes under 
operation and a fabric switch, acquires all status information 
within the network, thereby performing unified management . It 
also grasps whether preceding access to a hard disc to which 

20 an access request has been made is for reading or for writing 
and manages the access state. 

Furthermore, in the local access managing function 
processing unit 302, read/write access to a local disc is 
managed, whereas in the remote access managing function 

25 processing unit 303, read/write access to a remote disc is 
managed. 

The fabric switch managing function processing unit 304 
acquires network information which is managed by the fabric 
switch while controlling the interconnection between ports of 
30 the fabric switch. However, as the system configuration of the 
present exemplary embodiment as illustrated in Fig. 1 is not 
provided with a fabric switch, the function of the fabric switch 
managing function processing unit 304 is not utilized. The 
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hard disc I/O band managing function processing unit 305 manages 
the I/O bands for all the hard discs within the network. The 
network band managing function processing unit 306 makes 
calculation of the band for the entire network and the band 
5 for each individual unit such as loop, for example, that 

composes the network, and manages the band of the network for 
each individual loop . 

Using the above described managing function processing 
units, the access manager 106 manages access to the data. 

10 Next , a description of the procedure in the access manager 

106 of judging whether or. not to approve access will be given 
with reference to the judgment process block diagram in Fig. 
4 . In the access manager 106 , a judgment process 402 is carried 
out as to whether or not to approve access after receiving (in 

15 the processing block 401) an access request from a node and 
data management information from the database, and the access 
state of the hard disc storing the data to which an access 
request has been made is investigated in the access state 
managing function processing unit 301 using the access state 

20 information. 

In a judgment process 403, a "yes" judgment is made in 
the case of any one of (a) preceding access is write access, 
and the present access request is write access, (b) preceding 
access is read access, or (c) no preceding access exists. 

25 Subsequently, in the I/O band managing function processing 

unit 305 of the hard disc, a "yes" judgment is made through 
a judgment process 404 when there is a sufficient margin in 
the I/O band for the hard disc; and, in the network band managing 
function processing unit 306, a "yes" judgment is made through 

30 a judgment process 405 when there is a sufficient margin in 
the network band. 

When all of the conditions of the above judgment processes 
403 to 405 are satisfied, access is registered in the access 
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state managing function processing unit 301, and access bands 
are secured in the I/O band managing function processing unit 
305 of the hard disc and the network band managing function 
processing unit 306 as shown in the processing block 407, and 
transmission 409 of access approval and data management 
information is made as the result of judgment. In the case of 
a system provided with a fabric switch, transmission 409 of 
access approval and data management information as the result 
of judgment is made after establishing an access channel 
(processing block 408) in the fabric switch managing function 
processing unit 304. 

In the judgment process 403, when an access request is 
write access, access for writing to the same sector as reading 
is being executed is not approved but a write access request 
to other sectors is approved. 

In case any one of the conditions of the above judgment 
processes 403 to 405 is not satisfied, an access rejection 406 
is immediately sent to the node as the result of judgment. 

On receiving the result of judgment, the node immediately 
commences access to the data when (1) the result of judgment 
is approval of the access , and suspends access execution when 
(2) the result of judgment is rejection of the access. 

Using the above -described managing function, access in 
which transmission bands for access to the data are guaranteed 
is realized. 

Here, the processing of the conditions for judgment 
(judgment processes 403 to 405) may be made in an arbitrary 
order . 

Also, in this exemplary embodiment , although a description 
was given for the case of disc-by-disc management as the unit 
for management by the access manager 106, the unit to be managed 
is not limited to disc unit, and management may be made in units 
of the block, cluster, or sector. Furthermore, although a hard 
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disc is provided in each node in the system configuration of 
the present exemplary embodiment , a recording region of a single 
hard disc may be allocated to each of the nodes or the system 
can be configured to have a shared hard disc. 
5 As has been described above, as this embodiment enables 

management of the transmission bands to be used in each access 
when simultaneous access from plural nodes is being executed, 
access bands can be guaranteed in accessing a stream such as 
images and the like where transmission bands need to be 

10 guaranteed. 

In this exemplary embodiment, separate loops are used for 
the network 109 that connects each node and the hard discs, 
and for the network 110 that connects each node, the access 
manager, and the database for the purpose of expanding the 

15 network bands to be used for accessing the hard discs as much 
as possible. However, when a sufficient network band is 
available, the networks do not need to be separate. 

Exemplary Embodiment - 2 : 

20 Fig. 5 is a block diagram illustrating the configuration 

of a network management system in a second exemplary embodiment 
of the present invention. In the diagram, the network 
management system comprises a node A 503, node B 504, hard disc 
A 501 and hard disc B 502, representing a local disc at each 

25 node, database 505 which manages information pertaining to the 
data stored in the hard discs, access manager 506 which manages 
access to the data, and a fabric switch 507 as access channel 
managing means for establishing a communication channel 
between each loop. Fig. 6 is an illustration of the sequence 

30 of communication made when the node B 504 executes access to 
the local disc (hard disc A 501) of the node A 503. Fig. 6 is 
used in describing the action of each of the processing units 
and communication procedures in the network management system 
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illustrated in Fig. 5. 

A brief description on each of the processing units will 
be given in the following with reference to Fig. 6. 

(1) When having write access: 

5 The node B 504 sends (604) to the access manager 506 an 

access request to write data 601 on the hard disc A 501. Upon 
receiving the access request, the access manager 506 requests 
(605) the database 505 for sector write start position 
information on the hard disc A 501 . The database 505 sends back 

10 (606) the information requested. Upon receiving the sector 
write start position information, the access manager 506 judges 
whether or not to approve the access; when sending access 
approval, it controls (607) the fabric switch 507 to establish 
an access channel after registering the access state, and 

15 securing bands in the I/O band of the hard disc and the network 
band. Also, the access manager 506 sends (608) the result of 
judgment as to whether or not to approve the access to the node 
B 504. When the result of the judgment is for approval of the 
access, the node B 504 commences (609) write access to the data 

20 601. 

(2) When having read access: 

The node B 504 sends (602) a data retrieval request to 
the database 505. The database 505 performs retrieval 
processing and sends back (603) the result of retrieval. At 

25 the node B 504, when a user issues an access command based on 
the received result of retrieval, an access request for targeted 
data 601 is sent ( 604 ) to the access manager 506 . Upon receiving 
the access request, the access manager 506 requests (605) the 
database 505 for data management information of the data 601. 

30 The database 505 sends back (606) the data management 
information of the data 601. Upon receiving the data 
management information, the access manager 506 judges whether 
or not to approve the access; when sending access approval. 




12 



it controls (607) the fabric switch 507 to establish an access 
channel after registering the access state, and securing bands 
in the I/O band for the hard disc and the network band. Also, 
the access manager 506 sends (608) the result of judgment as 
to whether or not to approve the access to the node B 504. When 
the result of judgment is for approval of the access, the node 
B 504 commences (609) access to the data 601. 

A detailed description of the action will now be given 
with reference to the processing blocks in Figs. 7 to 9. Fig. 

7 is a block diagram showing the process of registering data 
management information in the network management system. Fig. 

8 is a block diagram showing the process of data retrieval. 
Fig. 9 is a block diagram showing an access action toward a 
remote disc. 

Figs. 7 and 8 are block diagrams illustrating the 
processing actions taking place when writing of the data 601 
on a local disc (hard disc A 501) is executed. 

First, in the processing action block diagram of Fig. 7, 
the processing actions from the sending of an access request 
until result of judgment is received will be described, followed 
by a description of the processing action until data management 
information is registered in the database in the processing 
action block diagram of Fig. 8. 

In Fig. 7, the node B 504 sends (701) to the access manager 
506 a write access request for the data 601 on a remote disc 
(hard disc A 501). Upon receiving (702) the access request, 
the access manager 506 sends (703) to the database 505 a request 
for sector write start position information. Upon receiving 
(704) it, the database 505 sends back (705) write start position 
information. Upon receiving (706) the information, the 
access manager 506 judges (707) whether or not to approve the 
access. When a judgment is made to approve the access, the 
access state is registered, and bands are secured in the I/O 
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band for the hard disc and in the network band, and the fabric 
switch 507 is controlled in order to establish an access channel. 
Once an access channel is established, access approval and write 
start position information are sent out ( 708 ) . After receiving 
5 them (709) , the node B 504 commences access. On the other hand, 
when a judgment is made to reject the access, the access manager 
506 sends an access rejection (710) to the node B 504, and the 
node B 504 receives it (711) and suspends access processing. 
In Fig. 8, when the node B 504 commences writing (812) 

10 of the data 601 on the hard disc A 501 (remote disc), data 
management information is generated. The node B 504 sends 
(813) the generated data management information to the database 
505 through the access manager 506. Upon receiving (814) the 
data management information, the access manager 506 sends (815) 

15 the data management information to the database 505. Upon 
receiving (816) the data management information, the database 
505 reflects (817) the received data management information 
(updates the stored data management information with the 
received data management information) . Also, when writing of 

20 the data 601 is completed (818), the node B 504 sends (819) 
an access state deletion command to the access manager 506. 
Upon receiving the command ( 820 ) , the access manager 506 deletes 
(821) the access state registered at the time of access approval 
in the access state managing function processing unit, being 

25 an internal function, and at the same time, releases (822) the 
secured access transmission bands in the internal hard disc 
I/O band managing function processing unit and the network band 
managing function processing unit. 

By the above described processing, data management 

30 information is managed by the database in a unified way. 

Now, Fig. 9 is a block diagram illustrating the processing 
action when a node executes an access request to a remote disc. 
A description of the processing associated with the execution 




of the access request for data on the remote disc in a system 
configuration illustrated in Fig. 5 and Fig. 6 will be given 
in the following with reference to Fig. 9. 

In the illustration, when a data access command is issued 
5 (901) by a user in the node B 504, a data access request 902 
is sent to the access manager 506. After receiving (903) the 
access request, the access manager 506 sends (904) a request 
for data management information of the target data to the 
database 505. 

10 Upon receiving (905) the request for the data management 

information, the database 505 sends (906) the data management 
information to the access manager 506. Upon receiving (907) 
the data management information, the access manager 506 judges 
(908) whether or not to approve the access. 

15 When the result of judgment is (1) to approve the access, 

the access manager 506 sends (909) access approval as a result 
of judgment and the data management information to the node 
B 504 after registering the access state, securing access 
transmission bands, controlling the fabric switch, and 

20 establishing an access channel. On receiving (910) the result 
of judgment, the node B 504 executes access (911) to the target 
data on the remote disc by using the data management information 
and sends (915) an access state deletion command to the access 
manager 506 immediately upon completion ( 914 ) of the read access . 

25 After receiving (916) the access state deletion command, the 
access manager 506 deletes the access state in the access state 
managing function processing unit while releasing (917) the 
secured access transmission bands in the hard disc I/O band 
managing function processing unit and the network band managing 

30 function processing unit. 

When the result of judgment is (2) to reject the access, 
the access manager 506 sends (912) to the node B 504 an access 
rejection as the result of judgment. On receiving (913) the 




result of judgment 913, the node B 504 suspends execution of 
the access to the data. 

In this exemplary embodiment, although transmission bands 
are secured in the I/O band for the hard disc and the network 
5 band prior to informing access approval, the timing of securing 
bands is not limited to only prior to informing access approval. 

Also, in this exemplary embodiment , although a description 
has been made using a fabric switch, a similar effect can be 
expected by the use of a device having a function of establishing 

10 a communication channel. 

Additionally, a similar effect can be obtained by a system 
configuration in which only a shared disc (remote disc) which 
is readable and writable from all the nodes is connected to 
the fabric switch 507. 

15 According to this exemplary embodiment, a system can be 

configured in which a fabric switch is provided in addition 
to the configuration described in the exemplary embodiment -1 
and access to a local disc and a remote disc can be obtained 
by controlling the fabric switch by using an access manager. 

20 In other words, a system can be provided in which an access 
transmission band to a local disc is guaranteed without normally 
being conscious of other nodes. Also, by controlling the 
fabric switch with the access manager, a system can be provided 
in which it can be easily connected with other loops and an 

25 I/O band for a hard disc and a network band can be guaranteed 
when accessing a remote disc. 

Additionally, in having access to a data stream such as 
video data in which a transmission band needs to be guaranteed, 
an I/O band for the hard disc and a network band can be guaranteed 

30 according to this exemplary embodiment . 

Exemplary Embodiment - 3 : 

In a third exemplary embodiment of the present invention. 



16 



a description will be given on a processing function in which 
access to a local disc can be guaranteed by the access manager 
in the network management system shown in the first and second 
exemplary embodiments. 
5 Fig. 10 is a block diagram of a system configuration 

illustrating processing function for guaranteeing access to 
a local disc. In the diagram, nodes 1004 to 1006 and hard discs 
1001 to 1003, being local discs at each node, are connected 
to a fabric switch 1008 through a network. Each node is also 

10 connected to an access manager 1007 and a database 1009. 

Referring to the diagram, a description of the processing 
function of the access manager with which access to a local 
disc is guaranteed will be given in the following taking access 
to a local disc as an example. 

15 To begin with, a method of processing by the access manager 

1007 will be described on a case of access in which access 
requests to the same data are simultaneously made by a node 
having a local disc and by other nodes . 

Now, we assume that all the nodes 1004 to 1006 send to 

20 the access manager 1007 access requests for data A 1010 on the 
hard disc 1001, and the access manager 1007 receives the access 
requests in the order of the node 1005, node 1006, and node 
1004. After receiving data management information from the 
database 1009, the access manager 1007 sends to each node result 

25 of judgment as to whether or not to approve the access. 

Details of processing by the access manager 1007 during 
this process are described below. 

In order to guarantee access by the node 1004 to the data 
A 1010 on the hard disc 1001, the access manager 1007 secures 

30 access transmission bands in advance in both the I/O band 

managing function processing unit of the hard disc and network 
band managing function processing unit of the access manager 
1007 . In other words, when an access request from the node 1005 





for the data A 1010 is first received, the access manager 1007 
manages the bands on the assumption that the remaining band 
left by subtracting the bands secured for access transmission 
by the node 1004 for the data A 1010 is the upper limit. As 
5 a result, when accessing a local disc, the access manager 1007 
immediately sends to the Node 1004 approval of access to the 
data A 1010 and data management information. Upon receiving 
the access approval and the data management information, the 
node A 1004 commences access to the data A 1010 on the local 
10 disc. 

Also, when the access manager 1007 judges that there 
remains a sufficient margin of band for access requests from 
the node 1005 and node 1006 after securing an access 
transmission band for the node 1004, it establishes an access 

15 channel by controlling the fabric switch function processing 
unit 108, and sends access approval and data management 
information to the node 1005 and node 1006 . Upon receiving them, 
the node 1005 and node 1006 commence access to the data A 1010 
on the remote disc (hard disc 1001). 

20 However, when bands for only either one of the node 1005 

or 1006 can be guaranteed, the access manager 1007 sends access 
approval and data management information only to the node 1005 
in accordance with the order of receiving the access requests. 
Upon receiving the access approval and the data management 

25 information, the node 1005 commences access to the data A 1010 
on the remote disc (hard disc 1001). Also, the node 1006 is 
rejected of its access by the access manager 1007. 

Here, a similar effect is obtained when the access request 
of the node 1004 is for different data on the hard disc on which 

30 the data A 1010 is stored. 

Also, when the node 1004 has plural local discs, a similar 
effect can be obtained even when the access request of the node 
1004 is for different data on a hard disc (a local disc of the 





node 1004) which is different from the one on which the data 
A 1010 is stored. 

According to the present exemplary embodiment , a 
transmission band for access to data on a local disc will be 
5 always guaranteed to each node even for posterior access even 
in the event simultaneous access from plural nodes is being 
made . 

Exemplary Embodiment - 4 : 

10 As a fourth exemplary embodiment of the present invention, 

a description will be made referring to Fig. 11 and Fig. 9 on 
a processing block of the access manager function in the network 
management system shown in the second exemplary embodiment or 
the third exemplary embodiment. Fig. 11 is a block 

15 diagrammatic representation of processing when a node accesses 
a local disc. 

As illustrated in the diagram, when a command is issued 
(1102) for access to data on a local disc within a node 1101, 
the node 1101 sends (1103) an access request to an access manager 

20 1104 for the data. Upon receiving (1105) the access request, 
the access manager 1104 sends a request (1106) for data 
management information of the target data to a database 1107. 
Upon receiving (1108) the request for the data management 
information, the database 1107 sends (1109) the data management 

25 information of the target data for which an access request had 
been made to the access manager 1104. On receiving (1110) the 
data management information, the access manager 1104 registers 
the access state in the access state managing function 
processing unit of the access manager 1104. On the other hand, 

30 the access manager 1104 sends (1112) the data management 
information and access approval after securing access 
transmission bands (1111) in the hard disc I/O band managing 
function processing unit and the network band managing function 




processing unit* Upon receiving (1113) the data management 
information and the access approval, the node 1101 executes 
(1114) access to the data, and, on completion (1115) of the 
access to the data, sends (1116) an access state deletion 
5 command to the access manager 1104. Upon receiving (1117) the 
access state deletion command, the access manager 1104 deletes 
the access state in the access state managing function 
processing unit , and releases (1118) access transmission bands 
in the hard disc I/O band managing function processing unit 

10 and the network band managing function processing unit. In 
other words, when accessing a local disc, as shown in the third 
exemplary embodiment, the access manager 1104 unconditionally 
registers the access state and secures an I/O band for the hard 
disc and a band for the network except when the preceding access 

15 is write access and sends access approval and the data 

management information to the node 1101. Upon receiving the 
access approval and the data management information, the node 
1101 commences access to the data. 

Here, when the data management information is stored in 

20 the node 1101 and the database 1107 , a similar effect is obtained 
in the access to the local disc by using the data management 
information stored in the node 1101 without communicating with 
the database. However, in this case, it is necessary to send 
only an access state registration command to the access manager 

25 1104 in order to manage the access state. 

As has been described in the second exemplary embodiment , 
Fig. 9 shows processing blocks when a node accesses a remote 
disc. 

As shown in the diagram, when an access command is issued 
30 (901) within the node B 504 for data on a remote disc, the node 
B 504 sends (902) an access request to the access manager 506. 
Upon receiving (903) the access request, the access manager 
506 sends (904) a request for data management information on 

20 




the target data to the database 505. Upon receiving (905) the 
data management information, the database 505 sends (906) the 
data management information on the requested target data to 
the access manager 506. Upon receiving (907) the data 
5 management information, the access manager 506 judges (908) 
whether or not to approve the access. This judgment process 
is executed in accordance with the processing blocks described 
in the first exemplary embodiment, and the access manager 506 
sends the result of judgment to the node B 504. 

10 When the result of judgment is (1) to approve the access, 

the access manager 506 sends (909) access approval as the result 
of the judgment and data management information to the node 
B 504 after registering the access state, securing an I/O band 
for the hard disc and a network band, and establishing an access 

15 channel by controlling a fabric switch. On receiving (910) the 
result of judgment, the node B 504 commences access (911) to 
the target data on the remote disc using the data management 
information. When read access is completed (914), the node 
B504 immediately sends (915) an access state deletion command 

20 to the access manager 506. After receiving (916) the access 
state deletion command, the access manager 506 deletes the 
access state in the access state managing function processing 
unit while releasing (917) the secured access transmission 
bands in the hard disc I/O band managing function processing 

25 unit and the network band managing function processing unit. 

When the result of judgment is (2) to reject the access, 
the access manager 506 sends (912) access rejection as the 
result of judgment to the node B 504. On receiving (913) the 
result of judgment, the node B 504 suspends execution of the 

30 access to the data. 

According to this exemplary embodiment , the access manager 
can always manage the access states in all the networks by 
communicating the result of judgment as to whether or not to 





approve the access to the blocks which process access to data 
on a local disc and data on a remote disc in the sequence of 
communication shown in the exemplary embodiment. Also, by 
utilizing this function, the access manager can always 
5 guarantee to the local disc or the remote disc a transmission 
band in which access has once commenced. 

Exemplary Embodiment - 5 : 

Fig. 12 is a block diagram illustrating a network 
10 management system in a fifth exemplary embodiment of the present 
invention . 

In the system of this diagram, a first node 1201, a second 
node 1202, and a third node 1203 on a network are connected 
to a database, and each node is connected to a hard disc 1207 

15 for data storage. The hard disc 1207 comprises an interface 
processing unit 1204 and a magnetic recording medium 1205. 

A description of the action of each of the apparatuses 
comprising the system will be given on the case in which the 
right to write data and the right to delete data on the hard 

20 disc 1207 are owned only by the node 1201, for example, in the 
above -configured network management system. In this system, 
a band for the node 1201 has been secured in advance to guarantee 
access by the node 1201 to the hard disc 1207. 

First, a description will be made on the case in which 

25 the node 1201 writes data 1206 on the hard disc 1207. 

The node 1201 executes writing on a sector of the hard 
disc 1207 and, upon completion of writing, sends data management 
information of the sector to the database 1208. The database 
1208 reflects the received data management information and 

30 immediately sends the reflected data management information 
to the node 1202 and node 1203. The node 1202 and node 1203 
receive the data management information and reflect it on an 
internal database'. Through this process, the node 1202 and 
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node 1203 become ready to have read access to the sector on 
which writing has been completed without waiting for the 
completion of writing the data 1206 by the node 1201. 

A similar effect is obtained by configuring the database 
5 1208 in a manner such that the data management information will 
be sent only when additional information is requested by each 
node. 

Next, a description will be made on the case in which 
simultaneous read access to the data 1206 is made from plural 

10 nodes. Each node sends a request to the hard disc 1207 for read 
access to the data 1206. In an interface processing unit 1204 
of the hard disc 1207, when it has received the access requests 
in the order of the node 1202, node 1201, and 1203, for example, 
it judges as to whether or not to approve the access according 

15 to this order, and sends the result of judgment to the node 
1202, node 1201, and node 1203. When the received result of 
judgment is to approve the access, each of the nodes commences 
access to the data 1206. 

A description in detail of the function of the interface 

20 processing unit 1204 will be given in the following with 
reference to Fig. 13. 

Fig. 13 is a block diagram illustrating the process of 
access management when an access request has been made to the 
hard disc 1207. In the interface processing unit 1204, each 

25 of the managing function processing units of the access manager 
shown in the first to fourth exemplary embodiments is 
incorporated . 

Here, a description will be given on the processing action 
when only the hard disc I/O band managing function processing 
30 unit is incorporated. When access requests for the data 1206 
are received (1302) by the interface processing unit 1204 from 
plural nodes, in the interface processing unit 1204, the 
internal hard disc I/O band managing function processing unit 





judges (1303) on each of the requests as to whether or not to 
approve it based on the hard disc I/O band, and sends respective 
results of judgment to the node 1201, node 1202, and node 1203. 
As a result of judgment , ( 1 ) when to approve access , access 
5 approval, being result of judgment, is sent (1305) in the hard 
disc I/O transmission band after securing (1304) an access 
transmission band, and the node which has received (1306) the 
result of judgment commences access to the data 1206. However, 
access approval is immediately sent to the node 1201 without 

10 making judgment. Upon completion of the access, the node sends 
(not shown) a band release command to the interface processing 
unit 1204, and the interface processing unit 1204 that has 
received it releases the secured band. 

(2) When an access rejection was sent (1307), the node 

15 that has received (1308) the result of judgment will suspend 
execution of access to the data 1206. 

Here, when the interface processing unit 1204 is provided 
with other managing function processing units of the access 
manager shown in the first to fourth exemplary embodiments in 

20 addition to the hard disc I/O band managing function processing 
unit, further refined band management and access management 
may be made. 

Furthermore, although the function of an access manager 
is incorporated in the interface processing unit in this 

25 exemplary embodiment , it is not limited to be incorporated in 
the interface processing unit and a similar effect may be 
obtained by incorporating the access manager function within 
the system, such as in a node or a file system, for example. 
Also, when a hard disc is provided in each of plural nodes 

30 on a network, the node having the right to write on the disc, 
access in which an access transmission band for all the hard 
discs on the network is guaranteed is enabled by storing data 
management information of the whole data in the database 1208, 
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thus providing an effect similar to that of the present 
exemplary embodiment. In other words, a system can be 
configured in which the data can be read from all the nodes 
though the node which can write data is limited, 
5 Furthermore , when the recording medium apparatus handles 

video and audio signals as data, a system can be provided in 
which the video and audio signals can be stored in separate 
file systems by separating video and audio data. 

With this exemplary embodiment , by incorporating an access 
10 manager function processing unit in the interface processing 
unit of a magnetic recording medium, a system can be configured 
in which delay due to communication is reduced, dynamic access 
state in a network is managed, and an access transmission band 
is guaranteed in all access. 

15 

Exemplary Embodiment - 6 : 

Fig. 14 is a block diagram illustrating the system 
configuration of a network management system in a sixth 
exemplary embodiment of the present invention, where the 

20 database function described in the first exemplary embodiment 
is provided within each node. A first node 1401, second node 
1402, and third node 1403 are connected on a network to a hard 
disc 1407 for data storage through a fabric switch 1408. The 
hard disc 1407 comprises an interface processing unit 1404 and 

25 a magnetic recording medium 1405. Here, it is assumed that all 
accessible networks have been previously connected to the 
fabric switch 1408. 

As in the fifth exemplary embodiment, an example will be 
described in which the right to write data and the right to 

30 delete data on the hard disc 1407 are owned only by the node 
1401. 

First, an example will be described in which the node 1401 
writes data 1406 on the hard disc 1407. 
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The node 1401 stores sector-by- sector data management 
information, being peculiar information pertaining to the hard 
disc 1407 such as location of data storage and file name, which 
is managed by a database function processing unit provided in 
5 the node 1401 . The data management information of the data 1406 
is sent to the node 1401 upon completion of writing on a sector 
of the hard disc 1407, and the internal database function 
processing unit reflects the newly arriving data management 
information of the sector and immediately sends the reflected 

10 data management information to other nodes 1402 and 1403. Each 
of the node 1402 and node 1403 reflects the received data 
management information in its respective internally provided 
database function processing unit. Through this process, the 
node 1402 and node 1403 become ready to have read access to 

15 the sector to which writing has been completed without waiting 
for completion of entire writing. 

Next, a description will be made of a process when 
simultaneous read access to data is made by plural nodes. Each 
node sends a read access request to the hard disc 1407 for the 

20 data 1406. On receiving the access requests in the order of 
the node 1403, node 1402, and node 1401, for example, the 
interface processing unit 1404 judges whether or not to approve 
the access in the order of receiving, and sends the result of 
judgment to the node 1401, 1402, and node 1403. When to approve 

25 access, the interface processing unit 1404 sends access 

approval after registering the access state and securing bands 
in the hard disc I/O band and the network band. The node which 
has received the access approval executes access to the data 
1406. Also, the node which has received an access rejection 

30 suspends accessing action. 

In the following, the function of the interface processing 
unit 1404 will be described in detail with reference to Fig. 
15. Fig. 15 is a block diagram illustrating the access 




management process when an access request is executed toward 
the hard disc 1407. 

Here, a description will be given on a processing action 
for a case in which an access state managing function processing 
5 unit, hard disc I/O band managing function processing unit, 
network band managing function processing unit, and fabric 
switch managing function processing unit have been 
incorporated in the interface processing unit 1404. 

In the interface processing unit 1404, upon receiving 

10 ( 1502 ) read access requests for the data 1406 from plural nodes , 
first judgment (1503) as to whether or not to approve access 
is made in the beginning to judge whether there exists preceding 
access and the mode of the access . In this exemplary embodiment , 
as the preceding access is read access and the new access request 

15 is read access, the judgment process is left entirely to the 
succeeding hard disc I/O band managing function processing unit . 
In the access state managing function processing unit, an access 
rejection is sent (1506) to the node only when an access request 
is write access and the preceding access is write access. In 

20 the hard disc I/O band managing function processing unit , second 
judgment is made (1504) as to whether or not to approve the 
access; when the access band is sufficient, the access judgment 
is left entirely to the network band managing function 
processing unit. When the access band is not sufficient, an 

25 access rejection is sent (1506) to the node. Finally, a third 
judgment (1505) as to whether or not to approve access is made 
in the network band managing function processing unit, and 
access approval is sent (1509) when the access band is 
sufficient . 

30 When the access band is insufficient, an access rejection 

is sent to the node. The interface processing unit 1404 sends 
to the node 1401, node 1402, and node 1403 respective results 
of judgment. 
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As the result of judgment, when (1) to approve access, 
the interface processing unit 1404 registers the access state 
in the access state managing function processing unit while 
securing (1508) access transmission bands in the internal hard 
disc I/O band managing function processing unit and the network 
band managing function processing unit, followed by sending 
(1509) access approval; the node which has received (1510) the 
result of judgment commences access to the data 1206. 

When (2) an access rejection was sent (1506). the node 
which has received the result of judgment suspends access 
execution toward the data 1406. 

By the way, in the case of an access rejection, a similar 
effect may be obtained by controlling the fabric switch 1408 
from the interface processing unit 1404 and forcibly cutting 

15 off the connection. 

in this exemplary embodiment, although the database 
function is provided within each node, a similar effect may 
be obtained by providing the database function within a hard 
disc or in the interface processing unit. 

Furthermore, although a description has been given on the 
case in which a specific node had a right to write and a right 
to delete toward a certain hard disc, a similar effect may be 
expected when each of plural nodes owns a respective hard disc 
toward which it has rights to write and to delete by making 
each node own the data management information on all data. 

Also, when an access transmission band is previously known 
such as in the case of a stream of video data, a similar effect 
may be obtained by securing an access transmission band for 
each node or for a specific node at the time of turning on the 
30 power supply of the node or starting up an application. 

Additionally, when each node composes a network 
inaccessible from other nodes and a local disc is provided in 
that network, a similar effect may be obtained. 
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In this case, as no access from other nodes is obtained 
to the local disc, no access competition will take place, making 
intervention of an access manager unnecessary. 

According to this exemplary embodiment, by incorporating 
5 an access manager function processing unit in the interface 
processing unit and a database function processing unit within 
each node, a function of managing dynamic access state in the 
network can be realized while reducing delay due to 
communication . 

10 Also, according to this exemplary embodiment, it is 

possible to forcibly cut off the access channel by controlling 
the fabric switch. 

Exemplary Embodiment - 7 : 

In this exemplary embodiment, a description will be given 
on a shared-disc system using a file system in which data 
management information is not stored on a system disc. Fig. 
16 is a block diagram illustrating configuration of a network 
management system in accordance with a seventh exemplary 
embodiment of the present invention. In the system of the 
diagram, a first node 1601, second node 1602, and a third node 
1603 on a network are connected to a database 1606, and each 
node is connected to a hard disc 1604 for data storage through 
the network. 

In this system, an example will be described on a case 
in which the right to write data and the right to delete data 
on the hard disc 1604 are owned only by the node 1601. 

First , a description will be given on a case in which the 
node 1601 has written data 1605 on the hard disc 1604. 

Upon completion of writing on a sector of the hard disc 
1604, the node 1601 sends data management information of the 
sector to the database 1606. The database 1606 reflects the 
received data management information and then immediately 
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sends added data management information to the node 1602 and 
node 1603 through the network. The node 1602 and node 1603 
reflect the received data management information in an internal 
database. Through this process, the node 1602 and node 1603 
5 become ready to have read access to the sector on which writing 
has been completed without waiting for completion of entire 
writing of the data 1605 by the node 1601. 

Here, the database 1606 may be configured in a manner such 
that it sends data management information only when additional 
10 information is requested by each node. 

When the node 1601 has deleted the data 1605. the node 
1601 sends a registration deletion command to the database 1606 . 
and the database 1606 deletes the data management information 

of the data 1605. 

In this case, however, in order to guarantee access to 
the data 1605 by other nodes, the following processing is 
performed. As the first processing, deletion of only the data 
management information of the data is performed within the node 
1601 and recording region of the hard disc 1604 in which the 
data has been stored is not released. Also, as the second 
processing, data management information updated on the 
database 1606 is not sent to other nodes. In other words, the 
database 1606 sends to other nodes only the data management 
information of the data on which data writing has been performed 
25 and does not send when deletion has been made. 

By performing the above processing, access by other nodes 
to the deleted data becomes possible even when the data has 
been deleted by the node 1601 which has the right to write. 
However, though no problem is caused when there remains 
sufficient storage capacity for writing on the hard disc 1604. 
this method suffers a big problem when the capacity is 
insufficient . Consequently . when the writable capacity of the 
disc is insufficient, the node 1601 sends a data deletion notice 
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to all the nodes in order to secure a space for writing data. 
When a response is received from each node accepting the data 
deletion notice, the node 1601 sends to the database 1606 a 
command for sending data management information of the deleted 
5 data to the node 1602 and node 1603. On the other hand, a 
processing for releasing the recording region in which the 
deleted data had been stored is performed within the node 1601 . 
Upon receiving the command, the database 1606 immediately sends 
to the node 1602 and node 1603 the data management information 
10 in which the data has been deleted. The node 1602 and node 1603 
which have received the data management information in which 
the data had been deleted update the data management information 
in their possession to the received data management 
information. 

15 The node 1601 executes writing of new data after access 

by other nodes to the deleted data has been through. 

Also, when a response of rejection of the deletion notice 
is received from other nodes, the node 1601 will not issue a 
command to the database 1606 for sending the data management 

20 information in which the data has been deleted. However, when 
there is no response to the deletion notice or when repeated 
responses of rejection of the deletion notice are received, 
the node 1601 may issue a command to the database 1606 as the 
case may be, 

25 A similar effect may be obtained when the database 1606 

is incorporated within a node. 

Additionally, by providing the access manager shown in 
the first to the fourth exemplary embodiments within a network, 
a system may be configured in which an access transmission band 

30 for data is guaranteed. 

Also, although the functions of the database and the access 
manager are possessed as separate hardware in this exemplary 
embodiment, a similar effect may be obtained by putting each 
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function into the same hardware. 

According to this exemplary embodiment, in a file system 
in which data management information is not stored in a system 
disc, data deleted by a node can be accessed by other nodes. 
5 Each of the above exemplary embodiments can not only be 

put to practice by itself, but it can also be put to practice 
in combination with other embodiments. 

When simultaneous access from plural nodes is being 
executed, as a transmission band to be used for each of the 
10 access can be managed in the present invention as has been 
described above, an access band can be guaranteed when having 
access to a stream of data such as video data in which a 
transmission band has to be guaranteed. 

Also, even when simultaneous access from plural nodes is 
15 being made, a transmission band for accessing to data on a local 
disc can always be guaranteed for each node even for posterior 
access. 

Furthermore, by incorporating a access manager function 
processing unit in the interface processing unit of a magnetic 

20 recording medium, and a database function within each node, 
a system may be configured in which delay due to communication 
is reduced and dynamic access state in a network is managed, 
and an access transmission band is guaranteed in all access. 
In this way, a network management system can be realized 

25 in which a data transmission band is always guaranteed once 
access to data is executed during simultaneous access by plural 
nodes . 
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